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Preface

1 Purpose

The purpose of this standard is to define the architecture of the multi-device
content protection system eligible for IP-based broadcasting environment in
Korea (Rep. of) by referencing the international standards ITU-T J.1010, ITU-T
J.1011 and the European standards ETSI ISG ECI.

2 Summary

This standard specifies the system architecture of exchangeable, embedded
CA/DRM solutions, enabling CPE to download CA/DRM clients under a trusted
environment. By utilizing downloadable multi—-CA/DRM service, entitled
consumers can consume broadcast and broadband contents that require DRM
and/or CAS client even though a CPE does not have content-related CA/DRM

client at the beginning service stage.

3 Relationship to Reference Standards

3.1 Relationship of Reference Standards

This standard specifies the architecture for broadcasting service of Republic
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of Korea based on the reference standards.

ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

ETSI GS ECI 001-1, “ETSI GS ECI| 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and
Overview”, 2014.

ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.
NGBF-STD-017, “IP 2J|tt gt SHAHUA ZEl CA/DRM 2EHIX ES AlAEH KA
HOIA &L QAN 2016

3.2 Differences between Reference Standards and this Standard

FBMF-STD-002 Reference Standard Remarks
6. The technical concept of
[TU-T J.1010, ETSI ISG ECI Part 1 modified
the IMCP System
7. Trust Environment ITU-T J.1010, ETSI ISG ECI Part 1 modified
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Architecture of Multi—-CA/DRM Content Protection System in IP-
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3 80 H9
3.1 7] el 2& (Key Ladder Module)
IMCP Z2cl0|HEE & otEHAHA ATEANHZ 2stE Bot JssS HZ20

= IMCPE &=0ot= CPEQ Jls.

3.2 IP J|gt YESAHWA LEl CA/DRM 2EIX S (IMCP, |IP-based Multi-CA/DRM
Content Protection)

3.3 IMCP Z2zt0IHE (IMCP Client)

IMCP2t S &&= CA/DRM 2208 ES P&, 0/X2 CPEN U=s 2ZEH

S0/ ZH=x HN3AL 2SNHZ2RH 2= 2 =00 s Ad A4 HF 0 2
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?et JIE =UE

3.4 IMCP Z2¢2l0|HE 2 (IMCP Client Loader)
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Ol
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4.1 204
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AP Application Programming Interface

CA Conditional Access
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Cl Common Interface
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DRM Digital Rights Management
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HTTP Hypertext Transfer Protocol
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OIS S0ICIHEZZHEIR(S2EE)

=5 1-4
(2 922 EFS 2550 SI8 HIE2E BEF9 YRE 0tY)

ETSI GS ECI 001-3: "Embedded Common Interface (ECI) for exchangeable
CA/DRM solutions:; Part 3: The CA/DRM Container: Loader, Interfaces,
Revocation".

ETSI GS ECI 001-4: "Embedded Common Interface (ECI) for exchangeable
CA/DRM solutions; Part 4: The Virtual Machine".

ETSI GS ECI 001-5: "Embedded Common Interface (ECI) for exchangeable
CA/DRM solutions; Part 5: The Advanced Security System".

ETSI GS ECI 001-6: "Embedded Common Interface (ECI) for exchangeable
CA/DRM solutions; Part 6: The Trust Environment".

ETSI GS ECI 001-7: "Embedded Common Interface (ECI) for exchangeable
CA/DRM solutions; Part 7: Use cases and Requirements, extended

Requirements".

ETSI ISG ECI: "Industry Specification Group on Embedded Common

Interface for exchangeable CA/DRM solutions, White paper".

CENELEC EN 50221 (1997-02): "Common Interface Specification for
Conditional Access and other Digital Video Broadcasting Decoder

Applications".

ETSI TS 101 699 (V1.1.1) (1999-11): "Digital Video Broadcasting (DVB);

Extensions to the Common Interface Specification".

Cl Plus Specification (V1.3.1) (2011-09): "Content Security Extensions to

the Common Interface".

Recommendation  ITU-T  H.222.0  (2006)/ISO/IEC ~ 13818-1:2007:
"Information technology -- Generic coding of moving pictures and
associated audio information: Systems".
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OIS S0ICIHEZZHEIR(S2EE)

ETSI EN 300 468 (V1.13.1) (2012-08): "Digital Video Broadcasting (DVB);

Specification for Service Information (SI) in DVB systems".

ETSI TS 103 205: "Digital Video Broadcasting (DVB); Extensions to the ClI

Plus™ Specification".

ETSI TS 103 162 (V1.1.1) (2010-10): "Access, Terminals, Transmission and
Multiplexing (ATTM); Integrated Broadband Cable and Television Networks;
K-LAD Functional Specification".

ISO 7816: "Information Technology l|dentification Card Integrated Circuit

Cards with contacts".

ETSI ISG ECI: Industry Specification Group on Embedded Common

Interface for exchangeable CA/DRM solutions.
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