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[0

2 HES U222t 24 J|8t HE| CA/DRM (Conditional Access/Digital Rights
Management) £2& J|l=1t 28 =M E&FQ ITU-T J. 1010% ITU-T J.10112t =
g HEZ=Ql ETSI ISG ECIZ D FOP 8t A& b= IPDIEE &t SHE0A ZE
CA/DRM 2HIx 25 A|AEIE ?8 Common Encryption 72 H2E SH2=Z &HCY.

E
10
]
ol

ol

2 FR2 UE8 2%

&2 HEZE2 CPE(Customer Premises Equipment)Jt &2l SZ0A CA/ORM 22t0|AHE
g 022 &I <8 & IJtss IMCP (IP-based Multi-CA/DRM Content
Protection) AIAEIS] Common Encryption (CENC) #ZS YAISHCEH IMCP Al A0l A
= ZE= 23 cHoldAI O B2 A OLs FEH= g5 ois L0 dLE
= UAESF ot= CENC Jl== AMESHCH CENC Jl=2 =2 082 ZH=E d353tot
= 353 YEE2 N3E2ZM BH=x ASSE I &SH Zelottd i DRM AlAES

3.1 g E=19 2y

2(0]) E=2 HX EE 2AEES DIBIOZ2 ot &= XAtHF gt SE0 LA 1P
Bt SFESEANA ZEl CA/DRM 2EI=X Bs A|lAHES 28 Common Encryption 72
2 H2|otA L

- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

- ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “ETSI GS ECI 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and Overview”,

2014.
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- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI)
exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.

- TG3-S31-087r13, “System Requirements for ATSC 3.0", 2016.

- TG3-S36-086r10, “ATSC Candidate Standard: ATSC 3.0 Security and Service
Protection”, 2017.

- ISO/IEC 23001-7, “MPEG systems technologies — Part 7: Common encryption in ISO

base media file format files”, 2016.

- NGBF-STD-017, “IP Jlgt 9z SH30IA ZEl CA/DRM 2EZE 25 AIAEH QA
0lA 2 QPAME", 2016
- FBMF-STD-002, “IP JIBt g 2HZ0IlA 2El CA/ORM 2EIX 25 AIAE 01|
X, 2017
3.2 Qg HEN = HES HWHE

FBMF-STD-004 X HE Bl

5. IMCP AlAE Common
Encryption ==

HH
0R0

ATSC 3.0, TG3-S36-086r10
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Preface

1 Purpose

The purpose of this standard is to define the specifications of Common Encryption
for the multi-device content protection system eligible for IP-based broadcasting
environment in Korea (Rep. of) by referencing the international standards ITU-T
J.1010, ITU-T J.1011 and the European standards ETSI ISG ECI.

2 Summary

This standard specifies the specifications of Common Encryption for exchangeable,
embedded CA/DRM solutions, enabling CPE to download CA/DRM clients under a
trusted environment. The IMCP system uses the Common Encryption technology
which allows content protection licenses to be passed to various content decryption
modules from multiple vendors. The key advantage of Common Encryption is that by
providing a common way to encrypt content, it decouples the content encryption
from the key acquisition and thus provides support for multiple DRM systems.

3 Relationship to Reference Standards
3.1 Relationship of Reference Standards

This standard specifies the specifications of Common Encryption for broadcasting

service of Republic of Korea based on the reference standards.
- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM

solutions; Use cases and requirements”, 2016.

- ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “ETSI GS ECI 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and
Overview”, 2014,

- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI) for

exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.

iii FBMF-STD-004
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- TG3-S31-087r13, “System Requirements for ATSC 3.0”, 2016.

- TG3-S36-086r10, “ATSC Candidate Standard: ATSC 3.0 Security and Service
Protection”, 2017.

ISO base media file format files”, 2016.
- NGBF-STD-017, “IP DI

ST

- ISO/IEC 23001-7, “MPEG systems technologies — Part 7: Common encryption in

St SHAN M HEl CA/DRM 2HI=X 25 A|AE SAF
OlA L QRIPAIE”, 2016
- FBMF-STD-002, “IP J|Bt &t SHAHONA ZEI CA/DRM 2EIX BS AIAE O &
X7, 2017
3.2 Differences between Reference Standards and this Standard
FBMF-STD-004 Reference Standard Remarks
5. The Specifications of
Common  Encryption  for| ATSC 3.0, TG3-S36-086r10 modified
IMCP system

v
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Common Encryption =
Common Encryption Specifications for

|IP—based Multi—-CA/DRM Content Protection

1 B 89

2 HZE&2 CPE(Customer Premises Equipment)Jt &2 Z 0 A CA/DRM 22t0]
HEE U2=ZE otJ {8t wek Jtsst IMCP (IP-based Multi-CA/DRM Content
Protection) AIAE2] Common Encryption #Z3& YAISCH IMCP AIAEWME
ZEH=x B85 2l0|MAI 0 332 Ao Ch¥s 2EH=x 25 s 20 dg2
&= JAE= ot= Common Encryption (CENC) JI=2 ALEE&HT

2 HE2 IMCP AIAHIAMWAN 2H= B2 ol DASH 2E = LS st 2
HB=x 25 o &#H=s &H&H.

2 HEWM=E IMCP AIAEIO A2 CHE DRM % 3J| 22l AMAES AIE0tH =
st Yo 25 oi=ss 4ot MEE = U= HE 253 £ I HE
dHES FASL. 2 HEWM GAlcte 23stE 000 &2 & WEelAHols
Of 2= 23 AAHWM s HELE = U ot= APIE MHIBotH st 2
Cl22 HICOQE MME £ UE=E StCh. IMCP Z2e20IHE= HEZFESE AP
CENCE Sol 22 ¢ 2453 mMAS ot £S5 AAEU 2AHSI0 HE et

- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

- ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
1
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solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “"ETSI GS ECI 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and Overview”,
2014,

- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.

- TG3-S31-087r13, “System Requirements for ATSC 3.0", 2016.

- TG3-S36-086r10, “ATSC Candidate Standard: ATSC 3.0 Security and Service
Protection”, 2017.

- ISO/IEC 23001-7, “MPEG systems technologies — Part 7: Common encryption in ISO

base media file format files”, 2016.

N
H
=
FHl
MM

- NGBF-STD-017, “IP JI8t &

OF
rig
oY
2
x

ZEl CA/DRM 2EHI= B35 AAEH KA

OlA 2 RFAE", 2016

- FBMF-STD-002, “IP JIgF && SZ0AM ZEl CA/DRM 2H= 235 A|AE O3] &
X7, 2017
3 80 &9

3.1 IPJ|Et 2t=&stA0A ZHEl CA/DRM 2HIX B3 (IMCP, IP-based Multi—
CA/DRM Content Protection)

CPE WH AZERON Jlgt HH Jtss IMCP 2ct0IHES H& W IHES ddEot
IMCPE &=otl= UE CPE EX22 &5 satd= MNIBots OS2 AIAE.

IMCP 2210l EN 2EX T= JIEF NHIAZ H25tD = BES 7N QA

3.3 IMCP 220l E (IMCP Client)
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IMCP2} S &%= CA/DRM Z2I0|HES & . 0/212 CPEN U= ATENH 2
0|10 TH= SHHAL 2SXNZ2H ST = 2 =0 st AHIXF XF=Z2 00 Al
E B3 2 /et BE £=2 MHEZStCH. E£8H IMCP 2209 E= AHIXIF AIE
ol= dellh A& &2 TH2 20 OYst 2SstE HAIXNL 2E =8 o4& sk
et IE &g=0.

4 0 Y

4.1 24

=2 HE2 U3 2HE2 AFE St

AES Advanced Encryption Standard

AVC Advanced Video Coding

BLOB Binary Large OBject

CDM Content Decryption Module

CENC MPEG Common Encryption

DRM Digital Rights Management

EME Encrypted Media Extensions

HEVC High Efficiency Video Coding

IMCP IP-based Multi—-CA/DRM Content Protection

[P Internet Protocol

ISO BMFF ISO Base Media File Format

NAL Network Abstraction Layer

OCSP Online Certificate Status Protocol

RSA Rivest, Shamir, and Adelman

UulbD Universally Unigue Identifier

4,2 #<

2 HE:E2 U39 Y2 ELh:

- “BIEAl ~ GHOFSICE” &= “HIEAl ~ & = QUOOF 8tCt.” £= “82U ~ e ot=
CE”: 0{de 20X 0l Q0] X0l &2 (P02 SHALLO oHE)

- “~ OHOtStCE.” = “~& %= A00F STt OFF= YUEHSH AIRDE UK &= 8 “Bte
Al ~ GHOFSICE. "ol &5 (902 SHOULDOI o)

-~ & £ QUL FIECZ slEE £ JAs &2 (902 MAYO oHEH)
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5 IMCPAIA®! Common Encryption =+

51 AIAE iR

Sgst 2 (loader)& 22l&tCt. 0l ZC (loader)=

C22CE56t)| fol dMete S22 S22 4 Ut

2t IMCP 22I0IHEE 2XtS VM QUAE AR S8 228 ATEY N AHHOIH of &
X Ch

IMCP ZiEIOILH= CA/DRM Jls &EE0I CPE2tS CIHHIOIAE= CHYEH CA/DRM DI

Ct.
sS0l 228 Y OOIH w&ts IJtsotidl O 0lefs F L HIOIEi wek=2
IMCP 2200 E2t E, €2 2280 U= F M2 IMCP Z220IHE, L= M2

= SA
2 SAEN U= S JHe IMCP 2c20|HE A
IMCPEZCI0IHE S multicrypt 2E0MH S22

=]
Z0l 2R & EE0 S0 &S, O

5.2

0H

£ 253 (Common Encryption)

IMCP AIAEE 2&EE2 S22 01000 A 0IHEZ MPEG-defined ISO Base Media File
Format (ISO BMFF)2 At&StCH. MPEG Common Encryption (CENC)E= ISO BMFF2F &
N AFESI0 ®&etst CIXE M 22| AAEO0ICH DRM 25301 ZRet 2 0IC
= BFE Al MPEG Common Encryption (CENC)E A

CENCE =g 0|82 RH=E d33lote 88 E‘Jt‘

Jl 2S 2elst 0id DRM AlIAES XI&8HCh= 20ICH

fl

CENC OizLISE=2 OI0I0 M2 L= 1 220 gsstoly) MY & E= FAX 8FAQ
Z= ISOBMFF OIIEt TIOIEH=E 223tE X #=S= o0 Sd0I0ot s SotE90 2
Aot S Eest 2= SOHAE &5 & = U &ttt CENC= AVC € HEVCE
22 NAL JIEt HIOI2 elnY ZoHo| ASeE XNHFHot2=2 ol 832 dILL OIoIH
0 2S5t NAL oltie E=3tEXl = ot 8= Z=3 JIs=S MSetlt. 0lelgt
SH4d2 0o 22 02l I8 M36tl, HIUe HE & H™MelE JtsotAl otH
QUL 22 272 MHlA Pd 240 e F& AMAE HBot=U AIEE = U
Ct. ISOBMFF 'mdat" =tA0 U= M gSst=l HIOIE HR0 CHet 224
Of

(offset)2 MZ2EC2M Zd0I 2
S M3(chunk)E ai=JI12 dLE 4 QUL

(e]3
==}

of =0l &=otA® CENCOt ISOBMFFOI TS E2E X

® Key ldentifier (KID): 2| ID= E=go 2453t & 2E MEN A2 OOF &

fol
01
%
r 2
roy
m]
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Ct. otLtel 2101 &M EH0 AF= &

=
® |nitialization Vector (IV): 2353 &+E

J| 1D UsSY 20l Mg 4= ULk
o« NI E=0l oSt I0F HE8E IR0 EH LS5 LA “tenc” 9
default_KID
e MZE & M=X(descriptor)®A "sgpd'E AFE6t0 ME O3 FE0IA

HBEs SYst 255t IE BROHE ME NEY I

e
ron

QE MEN st Ive 25sE E3(chunk)e {AXI0 st 22 &M "mdat" A
= "senc" HAN ME BEX F2Q LdR=Z TN HIECH

ctoldlA FHE HE= 28 DRM AIAEO0| SystemlDE2 AELsE 25 AIAE 3 6l
8tA 'pssh'Q ZRZ ESL 0 MBECH "pssh" 2fAE=E X&&= I 102 NALZ= I
D2 AlgLl=E J|IE 2= YHE dYocls =Fgst AMAE S8 JEo =55 N

senc

®
. Xt "
saiz ‘é
5 ojclo] 4E ¥3 -
g =

saio

1% 1 CENC #&d Bre] 44

5.3 2¢33l= 0ICI0of && (Encrypted Media Extensions)

W3C Encrypted Media Extensions (EME)= & OHZ2IAH01&0l CDM (Content
Decryption Module)2t) St= &Xl &3 DRM AIAE OOIMESR I 4AQ 25 Giis
Jl w2 EO0IotH ot ZssteE 202 2 HIO2 00 2E =2 S XI&6H|
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OHSYSOICIHEEZHHE(SREE)
I8t JavaScript APIZ XI &SI, EME= MPEG-CENC (Common Encryption) 25 2€!
= = = JitsotA

£ MPEG-DASHE AtE0ot0 HTMLSOIA AtESots JiE HIEE AECIY

g 0% o ry
N

ot= HTML5 Media Source Extensions &S JIBtLZ &tCt EME O8I XK= 1

O ZALEIN QUCH O 2= 2H= dis L MWM=S Jtsotl otd R dseteEl 26
=O| HMI 2tolMlA X = s 0 2SS s AEEl(entity)2t2l EME S& X
elS& LIEtLH DD UCH

[ 2HO[ Ml A AfH j
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F
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A

X O b
==

1
|
|
|
|
|
|
|
b
Jn1r|>r
1
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o oiEaAH oM

o

18]
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ociof E20]0]  of
A

ol
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0O [ | rHl Jfn &t o0

o fo ULt

fo |>

ps)

0:
Q> Nm o & N

<l
-

IMCP M X}

EMESl =2 JiXl= MediaKeySession?t MediaKeysO|Ct. & OHZ2IH 0182 MediaKeys 24
MOIM  createSession ()2 S&EoI0H 2H0lMA 2 Y I HE LEtUE
MediaKeySession 24X & 2HECH HE2/HO0IE2 LSSHE OIME HelJlHA &2 0IC
O HIOIHE COMOIl Mol ctoldlA RES AIXEHCH X2 HEiSH DRM AIAEQ
CDM2 CIOIE blob (2t0ldlA QE)S MAHGHD 0I2 HECIAHOI&N CiAl L8t s
e RA=S 20ldA MHZ SUHCH 8 CF2 MediaKeySession2| update () HIMEE

K

/= BatRME I AE HEE I
b, COME & Ect2Mul WEZAU €3It disE ZdYgsS C200 822
ol= 3

2oF =0 Tt d2E = As SB0A daid = UCH

roy
O

]
ko
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5.4 CENC2t EMEEZE {8t DASH S0l E ZZNA

541 =

[IH

=2 MW AM= CENC 25 DICIo Hsg
DASH &4lo] AER|A MHIA 2HEXZE 855t A5 =l
CHEt CENC T ARAIE XIYECH DASHE 1DREH gAlo] EF A|QZ2 HEE 25
A AEO S EFEHCH
A8 BEs T JIA &Aooz MYE
a) MPD W 012 M U= /X0 HLEe YA,
) =]

b) QIBHE(Inband)2 DASH ZEHIZE #Utot= &4l

S A2 |SO/IEC 23001-701 &HoE A2 AN S0, movie EHIOHE
fragment)ES fragmentE @& ISO BMFF &41°| HEIHIOIE 2ADJF XIEECH MEA
t2 DASH-IF IOP E&0 GAIE 2 g2 2.

—

0o

5.4.2 DASHOIIA 2l Jl= CENC =&

= Z2 DASH €42 DRM AlAE0 2o 2551 dEEeE AEZY 2= HE
H oiSE1D MHAEZ=X0 28 JI2 HALISS £Ze0. & ZiAMs 2oldA 2 I
=S =5 2H= ofls 2 MHAS ol =40 & =801 2H0l8A A AHOIO 2
Qe o3 HE= ddeth

= BlMd= S JHA UMl 22 OIAIXI” AIEEl(entity) &S 2t Mol S5 S
AHECH A MM (5.4.2.1 E EX)0AM, COMOI 28 DRM ctoldlAa & ZEIX 3|9
ES2 AERY MY OO AXE [ LM4SCL S BN 2 (5422 2 EX)
OlAl, COMOI 2/8F DRM ctOldlA 2 ZHE=X J|9 2E2 T2 MY S0l 26T
ORM =2 2049 UHERIN e EF

S ZEI= THA Al AIE XGE2

& OldlA H= XG0 Sets &Xe, DRM 25 ZE= W A

OEHI A0 s T2 089 AlIY HOl ctoldlA 2 I B85S FEAEHNE
= (e]

O SOl F B WHEO O HEs & U

r
o

5421 T2 MY &M 2lO|MA FHE &4

|J

o

2l 32 MPDS2l ContentProtection Al= Kt(descriptor)Jt COMOI 2t0l&AIA AHHS URL
JlE2 KID &2 HE HE HOIEHE M3otsld MERN=E LS d%ot=
}\ ]

bl

XMel =89 & oloICt. Ol= COMOI OICIH L0l 2A DRM ctol 4
EE ¥otd ESot=sF ettt ¥5stEl 000 2E=J US0l 258 =8D|=
ZEHIXE Al diiEol)l ?lol 28t oi= IIE ==L,
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0. ERE I AE{Q} DRM A|AE! X K| 2Xt7HO)
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1. EZ2EIHAE
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5. 2lojMA 9F
(£7|3 H|0|Ef)
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7. 210lMA @ —
R N = E e ——_

9. BHojlx £oiS 9]
2 EK o U Aot 2

%
>
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>

44— 10. 2}ojdlA 2o
11. update() O|HIES
E3t glojMA HZ

- 12 2o~ X3
13. 2fO|MIA 2=l
ACK
14. CDM2 H;:;HAE
£E08|9 B =0l 4 550

ol 22

—»

S ALE AT S A =AHE
. g e AE{I o
X olst= Zlo|MAZ sjE3slT :1551|2R2A AIOr X2 L
Mg -— = |2 =5}
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<— 16 sf=E 0jCjof — E| HEEIAE

< 17855 ojo] ——

18. CDME 2to|d A 0| 2EI%
7|€ A-83tof D|C|ol § o 53

—  19.8jSE ojcjo] —

20. O|C|of Z3|0|0tR A%}

% 3 DASHOIA 223 A% o]l DRM gtel4dl~ 9 7] g5 34

5422 T3 Mg o9 clOldL HE &4

18 4= DASH SegmentsOl H&E 25 AIAE 2t HE OOIH, S0l 'moov' £&=
'moof AL 'pssh’ HAE ALZGHN cHOlMA MBSl URL & COMOI CHE JI= KIDS2t

A=

2= M= OlEt OOIEE KMEots YES &%ots HWAIKX HMel 282 0OoIC. COM
Ol DRM ctoldlA & 2t I A& RE ot ESotsll Zels Al setille
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